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SUMMARY
On November 5, 2019, the Office for Civil Rights (OCR) within the U.S. Department of Health and Human Services (HHS) announced 
a $3 million settlement with the University of Rochester Medical Center (URMC) to settle potential violations of the Health Insurance 
Portability and Accountability Act (HIPAA) Privacy and Security Rules.   URMC admitted no wrongdoing as part of the OCR settlement.   

As part of the URMC Resolution Agreement,  URMC will be subject to a two-year Corrective Action Plan (CAP).

In May 2013, URMC submitted a breach report to OCR because it lost an unencrypted flash drive containing electronic protected 
health information (ePHI) the previous month.  In June 2013, OCR initiated an investigation surrounding URMC’s HIPAA compliance.  
In January 2017, URMC again contacted OCR because one of its unencrypted laptops containing 43 patients’ ePHI was stolen from a 
treatment facility.  OCR initiated an additional HIPAA compliance investigation assessing URMC’s practices.  In  2010, OCR investigated 
URMC because of its loss of an unencrypted flash drive, and OCR provided technical assistance to URMC relating to HIPAA compliance.  

As part of the two-year CAP, URMC agreed to each of the following: 

•	 conduct an accurate and thorough risk analysis of potential risks and vulnerabilities to the confidentiality and availability of 
ePHI and prepare and share with HHS a statement of work of its risk analysis;

•	 develop and implement a risk management plan, subject to HHS approval;

•	 develop a process to evaluate any environmental or operational changes that affect the security of URMC’s ePHI;

•	 review and revise its Privacy and Security Rules Policies and Procedures to ensure HIPAA compliance;

•	 promptly investigate reported incidents related to its workforce members failing to comply with URMC’s adopted, revised 
Policies and Procedures;

•	 provide HHS with training materials addressing the requirements of the Privacy, Security and Breach Notification Rules that 
will be used for appropriate workforce members;

•	 submit an implementation report and annual CAP compliance reports to OCR.

The OCR settlement is a critical – and costly – reminder for all HIPAA-covered entities that the obligation to safeguard ePHI includes the 
security of electronic hardware, including laptops, flash drives and cell phones that are used daily by HIPAA-covered entities and their 
workforce members.

This OCR settlement may be an example of three strikes and you are “out” given the 2010, 2013 and 2017 incidents affecting URMC.  All 
covered entities should review their policies and processes to ensure they protect a patient’s rights under HIPAA.

Saul Ewing Arnstein & Lehr attorneys regularly assist covered entities with creating and maintaining their HIPAA privacy policies and 
work with covered entities and business associates to ensure HIPAA Privacy Rule and Security Rule compliance.  If you have questions 
regarding an issue raised in this post, please contact the authors or the attorney at the firm with whom you are regularly in contact.
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