
Health Care Practice

ALERT

MARCH 2020

HHS Announces HIPAA Regulatory 
Requirements Eased During COVID-19 
Emergency
Bruce D. Armon  |  Samantha R. Gross

On March 17, 2020, the Office for Civil Rights (OCR) at the Department of Health and Human Services (HHS) 
announced it is temporarily easing enforcement of certain regulations issued under the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA).  During the novel coronavirus disease (COVID-19) national 
emergency, covered health care providers subject to the HIPAA Privacy, Security, and Breach Notification Rules 
(collectively, the “HIPAA Rules”) may communicate with patients, and provide telehealth services, through 
remote communication technologies that may not fully comply with the requirements of the HIPAA Rules.  

OCR’s announcement stated, “OCR will exercise its enforcement discretion and will not impose penalties for 
noncompliance with the regulatory requirements under the HIPAA Rules against covered health care providers in 
connection with the good faith provision of telehealth during the COVID-19 nationwide public health emergency.”  This 
HIPAA decision follows the March 17, 2020 announcement from the Centers for Medicare and Medicaid Services 
expanding telehealth benefits for Medicare Beneficiaries.

The relaxation with respect to the HIPAA Rules for using telehealth is effective immediately and provides that a covered 
health care provider may use popular audio or video communication technology to provide telehealth services to 
patients, regardless of whether the telehealth service is related to the diagnosis and treatment of health conditions 
related to COVID-19.  The technologies include Apple FaceTime, Facebook Messenger video chat, Google Hangouts 
video, or Skype. 

OCR’s announcement stated that health care providers who desire additional privacy protections for telehealth should 
provide those services through technology vendors that represent they provide HIPAA-compliant video communication 
products and who will enter into a HIPAA Business Associate Agreement.  OCR provided the following list of vendors 
that meet this criteria:

•	 Skype for Business

•	 Updox

•	 VSee
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•	 Zoom for Healthcare

•	 Doxy.me

•	 Google G Suite Hangouts Meet 

OCR cautioned however, that health care providers should not use Facebook Live, Twitch, TikTok or similar video 
communication applications that are public facing to provide telehealth services. 

While the COVID-19 pandemic continues and social isolation measures are implemented, health care providers now 
have an expanded ability to use telehealth services in order to continue to provide medically necessary services to their 
patients. 

Saul Ewing Arnstein & Lehr’s lawyers regularly assist health care providers in implementing telehealth and complying 
with HIPAA regulations.  For questions about how this guidance affects your practice or company, please reach out to 
the authors of this article.

This Alert was written by: Bruce D. Armon, office managing partner of the Firm's Philadelphia office and chair of its Health Care Practice; and 
Samantha R. Gross, an associate in the practice. Bruce can be reached at (215) 972-7985 or at Bruce.Armon@saul.com. Samantha can be reached 
at (215) 972-7161 or at Samantha.Gross@saul.com. This Alert has been prepared for information purposes only. 

Did you find this information useful? Please provide your feedback here and also let us know if there are other legal topics of interest to you.

The provision and receipt of the information in this publication (a) should not be considered legal advice, (b) does not create a lawyer-client relationship, 
and (c) should not be acted on without seeking professional counsel who have been informed of the specific facts. Under the rules of certain jurisdictions, 
this communication may constitute “Attorney Advertising.”
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